Case Study related to physical security Cameras to illustrate problems that can be mitigated to help
protect against a Breach.
IP camera security and access control are a big part of the buzz about the Internet of Things. There
should be more concern about how the industry has possibly left the customer vulnerable. Today, more
and more physical security systems are connected to communication networks for security monitoring,
safety, and control. These connections leave systems vulnerable to cyberattack. Increasing numbers of
attacks on physical security systems and companies’ networks deployed in critical infrastructure
facilities and corporations must be addressed with a solution that can defend against a broad range of
both physical and cyber threats. Surveillance cameras, access control systems, sensors and controllers
are connected using ethernet, IP and other technologies, might rely on unsecured communication
networks deployed across the site, as well as in the field. The use of these unsecured networks exposes
the site to combined cyber and physical threats. With the studies and concern brought about by the IoT,
these problems were brought to light. Hardening of devices was not stressed and, in most cases, camera
settings were left open to hacking by improper setup. The common factor in most of data breach classaction lawsuits, as well as investigations by regulatory agencies, is the allegation that the breached
company failed to implement “reasonable security or protections” to prevent the breach. Logically,
then, if you implement “reasonable security and protections,” you should be able to confidently defend
your security practices and actions.
The release of the malware, known as Mirai, gave cybercriminals with minimal skills a new tool to launch
cyberattacks. Camera hacks like the Mirai exposed the threat of unsecured devices being used in an
attack that involved the whole group of major websites, including Twitter, Spotify, Amazon, Reddit, Yelp,
Netflix, and The New York Times.
I wanted to share a Case Study provided by Axis Communications that highlights vulnerabilities as it
relates to the IP Surveillance systems. While this Case Study was done for a University, there could be
Vulnerabilities present in all organizations that employ Security Cameras, especially in Legacy systems
that have in place for some time. Technological Obsolescence - Legacy IP Surveillance infrastructure can
lead to unreliable, untrustworthy systems. Case Study related to physical security Cameras to illustrate
problems that can be mitigated to help protect against a Breach.

As a Program member with Axis Communications, we have resources to provide organizations
with mitigation strategies. Please call CSI to provide an evaluation of your security network.
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